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1. Purpose of Report 
 
1.1 To advise Cabinet about the General Data Protection Regulations that are due to come 

into force in May 2018 and to outline the steps the Council will need to take to ensure 

compliance 

 
 
2. Recommendations  
 
2.1 That Cabinet notes the requirements of the General Data Protection Regulations as 

summarised in Appendix 1 to this report; and 

2.2      That Cabinet endorses the proposed action plan attached in Appendix 2 to this report 

and authorises the Executive Director (Legal & Democratic Services) to take the steps 

necessary to implement the same ; and 

2.3      That Cabinet agrees to appoint the Executive Director (Legal & Democratic Services) 

as Data Protection Officer for the Council; and 

2.4   That Cabinet agrees to appoint the Head of Internal Audit to deputise for the Data 

Protection Officer in her absence. 

 
 
3. Reasons for Recommendations and Background 
 
3.1 The General Data Protection Regulations (“GDPR”) will take effect on 25th May 2018. 

They are EU regulations that will apply in the UK without the need for national 

legislation.  The Government has already confirmed that implementation of the GDPR 

will not be affected by Brexit.   



 

 

3.2      The aim of the GDPR is to increase individuals’ rights to data privacy. In very general 

terms, the GDPR therefore impose stricter requirements on the Council in respect of 

data protection and impose much greater penalties in respect of data protection 

breaches. Although many of the “day to day” data protection rules will stay the same or 

similar, the GDPR make a number of key changes and impose much greater emphasis 

on governance and documented compliance arrangements. 

3.3      A detailed outline of the proposed changes is attached at Appendix 1.However, in 

summary, the main changes the GDPR will introduce are as follows: 

i. As a data controller, the Council will be required to designate a Data Protection 

Officer 

ii. The Council will have a new duty to report data protection breaches to the 

Information Commission and, in certain circumstances, to the individuals whose 

personal data has been the subject of the breach. Currently there is no 

obligation to self-report and this change to the rules may trigger a significant 

increase in the number of fines levied by the Information Commission pursuant 

to its powers to penalise data privacy breaches 

iii. The fines that the Information Commissioner can impose for breach of data 

protection rules will significantly increase (up to 4% of annual turnover or 20 

million euro’s for the more serious offences and up to 2% of annual turnover or 

10 million euro’s for other offences). If the Council were to breach the GDPR it 

would therefore have to notify the Information Commission and the Commission 

has power to impose significant fines. 

iv. There will be new, potentially onerous, accountability rules for data controllers 

(such as the Council), with far greater obligations to demonstrate and document 

governance and compliance arrangements 

v.  There is also a new requirement for “privacy by design”, which will require 

privacy impact assessments to be carried out by the Council in certain 

circumstances 

vi. Currently the Council is able to charge a £10 fee to respond to subject access 

requests. Under the GDPR no fee can be charged, regardless of the complexity 

of the request and the response time will reduce from 40 days to one month 

3.4      Guidance on GDPR compliance is emerging on a piecemeal basis. The Information 

Commission‘s website indicates that further guidance will be produced on various 

aspects of the GDPR, and hopefully some of this will be more sector specific. The 

Government has also announced that it intends to produce new, national legislation to 

replace the Data Protection Act 1998. We will have to keep up to date with this 

guidance and new legislation as it emerges and respond accordingly. 

 

4. Alternative Options considered and Reasons for Rejection 
 



 

 

4.1 The Council is required by law to comply with the GDPR once they come into force. 
Given the significant penalties for non-compliance, the Council has no option but to 
start to prepare for GDPR implementation.   

 
 
5. Consultations 
 
5.1 The proposed action plan has been considered at the Council’s Corporate 

Management Team and supported. 
 
 
 
6. Implications 
 

Financial implications (including 

any future financial commitments 

for the Council) 

 

The Council could be subject to significant 

fines if it breaches the new rules, or if it fails 

to report breaches. 

A lot of work will be required to prepare for 

GDPR implementation and this will take up 

staffing resources. 

There will need to be staff training in respect 

of various aspects of the new rules, ranging 

from general awareness raising to advice on 

the specifics of new rules and procedures (for 

example, in respect of privacy impact 

assessments). This training will be delivered 

in house by the Data Protection Officer where 

possible to reduce costs 

Legal and human rights 

implications 

 

The GDPR will take effect as law on 18th May 

2018 and the Council will be required to 

comply with the same. A more detailed 

summary of the new rules is attached at 

Appendix 1. 

Assessment of risk 

 

The GDPR present some risk to the Council. 

In particular, the Council could face a 

significant financial penalty if it acts in breach 

of the new rules. 

Many data protection breaches are caused by 

human error (e.g. sending an email to the 

wrong person for example) and can be 

difficult to eradicate. However, the Council 

will need to continue to take action to 



 

 

minimise the risk of data protection breaches 

and to ensure GDPR compliance. This will 

include, for example, the provision of staff 

training and the development of new policies 

and procedures as outlined in more detail in 

Appendix 2 

Equality and diversity implications 

A Customer First Analysis should be 

completed in relation to policy 

decisions and should be attached as 

an appendix to the report.  

 

A CFA is not required in respect of the 

recommendation in this report which is largely 

intended to raise members’ awareness of the 

new legislation. 

 

 
 
7. Local Government (Access to Information) Act 1985: 

List of Background Papers  
 
7.1      There are none 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

http://hyntranet/index.php?option=com_remository&Itemid=80&func=startdown&id=1407


 

 

 
Appendix 1: GDPR – summary of main changes 
 
 

 
Requirement to appoint a data protection officer (“DPO”) 
 

 
 
The Council must appoint a DPO whose duties are: 

 To advise the Council about its obligation to comply with the GDPR, including the need 

for data protection impact assessments 

 To monitor GDPR compliance and conduct internal compliance audits 

 To be the first point of contact  for the ICO and individuals for data protection issues 

 To ensure staff training 

There are no specified credentials for the DPO role, but they must: 

 Have professional knowledge and experience of data protection law 

 Report to the highest level of the Council 

 Operate independently 

 Have adequate resources to meet GDPR obligations 

  

 
Breach notification 

 

Breaches of the rules relating to personal data must be reported to the Information 
Commission if: 

 The breach is likely to result in a risk to the rights and freedoms of the 
individual; or 

 If unaddressed the breach is likely to have a significantly detrimental 
effect on individuals , such as discrimination, damage to reputation, 
financial loss, loos of confidentiality or any other significant economic or 
social disadvantage 

Breaches of the rules relating to personal data must be reported to the data 
subject if: 

 The breach is likely to result in a high risk to the rights and freedoms of 
the individual 

Relevant breaches must be reported to the ICO within 72 hours of the Council 
becoming aware of it. Failure to report a breach can lead to a fine of up to 10 
million euro’s or 2% of the Council’s turnover. This will be in addition to the fine 
for the breach itself. 
 

 



 

 

 
New “accountability” principle 
 

 

The new “accountability” principle requires the Council to demonstrate that it 
complies with the GDPR. The expectation is that we will have “comprehensive 
but proportionate” governance measures to minimise the risk of data breaches 
and ensure the protection of personal data. 

Compliance can be demonstrated by: 

 Appropriate data protection policies 

 Staff training 

 Regular internal audits of processing activity 

 Review of HR policies 

 Maintaining records of data processing activities (see below) 

 Carrying out data protection impact assessments where required (see 

below) 

 

 
Data processing records 
 

 

As the Council has more than 250 employees, we are required to maintain a 
record of the following information in respect of data processing (this 
information is similar to, but more extensive than, the “registerable particulars” 
we have to notify to the ICO under current rules): 

 Details of the Council, including the data protection officer 

 Purposes of our data processing 

 Description of the categories of individuals and categories of personal 

data 

 Categories of recipients of personal data 

 Our retention schedules 

 Description of our technical and organisational security measures 

 

 

Privacy impact assessments (“PIA”) 

 

These must be carried out when we engage in data processing which is likely 
to result in a high risk to the rights and freedoms of individuals. This can 



 

 

include (but isn’t limited to) 

 the introduction of new technology  

 carrying out large scale, systematic monitoring of public areas (e.g by 

CCTV) 

 systematic and extensive processing: 

o that produces a legal effect on individuals; or 

o of data relating to individual’s race, ethnic origin, health, sex life 

or sexual orientation, trade union membership, political opinion or 

religion 

The data protection officer must be consulted when a PIA is produced. The 
PIA must set out: 

 the purpose of the processing 

 an assessment of the necessity and proportionality of the processing 

 an assessment of the risk to individuals and the measures in place to 

address this and to demonstrate GDPR compliance. 

 

 
Consent to data processing 
 

 

Sometimes we need people’s consent to process their personal data (we don’t 
always need this – processing will be lawful if it is necessary to comply with our 
legal obligations or in the exercise of official authority vested in us). 

The rules on consent to data processing are stricter under GDPR – consent 
must be freely given, specific, informed and unambiguous. It must involve a 
positive opt-in, must be separate from other terms and conditions and must 
provide a simple way for consent to be withdrawn. 
 
 

 
Subject access requests 
 

 
The £10 fee will be removed and we will now have to respond to subject 
access requests for free (except where the request is excessive or repetitive, 
where a reasonable fee can be charged based on the admin cost of 
compliance). 

We will be able to refuse to respond to requests which are manifestly 
unfounded or excessive, provided we explain why and give details of the 
individual’s right to complain. We will have to respond to requests within one 
month, rather than the current 40 days. 



 

 

 
Changes to individual’s rights 
 

 
 
Individuals have the following rights under the GDPR: 

 the right to be informed about processing of their personal data 

 the right of access to their personal data 

 the right to rectification of errors in their personal data 

 the right to erasure of their personal data from our records 

 the right to restrict processing 

 the right of data portability – this is new (see below) 

 the right to object to the processing of their personal data 

 rights in respect of automated decision making and profiling 

These are mainly similar to the rights they have under the current data 
protection legislation, but with some changes to the details. 
 
 

 
Data portability 
 

 

This is intended to give people the right to obtain and reuse their personal data 
for their own purposes across different services and different service providers 
in a safe and secure way. 

The right applies to personal data: 

 the individual has provided to us; and 

 the processing is based on the individuals consent; and 

 the processing is by automated means 

We must provide the data to the individual free of charge within one month in a 
structured, commonly used and machine readable form. 
 
 

 

Stricter requirements for privacy notices 

 

The DPA already requires us to publish privacy notices to tell the public how 
we will use their personal data and explain what their rights are.  



 

 

Our obligations have increased under the GDPR to strengthen the public’s 
“right to be informed” about usage of their personal data. In summary, we will 
be required to provide the following information at the time the data is obtained 
from the individual: 

 contact details for the data protection officer 

 the purpose of, and legal basis for, the data processing 

 the categories of recipient of the data (i.e. the sorts of people or 

organisation we might share the data with)  

 the retention period or criteria used to determine the retention period 

 the data subjects rights, including the right to withdraw consent  

 the ability to lodge a complaint with the Information Commissioner 

 whether provision of the data is a statutory or contractual requirement 

and the consequences of failing to provide the data 

We will need to identify when and how we collect personal data, especially 
where this is done digitally, to ensure that there is a link to a privacy notice at 
the point that the personal data is provided. 
 

 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 

 

 
 
Appendix 2: GDPR – proposed actions list 

 

Action When 

Data Protection Officer 

 

 

Designate a DPO Cabinet on 11th October 

Designate a deputy DPO (cover needed given 

the requirement to report data protection 

breaches within 72 hours)  

Cabinet on 11th October 

  

Breach Notification 

 

 

Breach reporting procedure required January 2018 

Reporting requirements to be covered by staff 

training  

March 2018 

  

New “accountability” principle 

 

 

Staff training required  March 2018 

Staff training to be scheduled annually annually 

Compliance monitoring to be picked up in the 

Internal Audit work programme annually 

 

HR policy to be reviewed for GDPR compliance 

before May 2018 

May 2018 

  

Documenting data processing activities  

Review and update the current registrable 

particulars to meet GDPR requirements 

January 2018 

  

Data protection impact assessments  

Update the data protection policy to cover the 

requirements for DPI’s 

January 2018 (subject to 

publication of promised ICO 

guidelines) 

Produce a template DPI January 2018 

Staff training re DPI’s March 2018 

  

Consents  

Review existing data processing consents to 

ensure they meet GDPR requirements. Update 

standard forms and obtain fresh consents if 

January 2018 



 

 

needed 

  

Subject access requests  

Update the data protection and staff guidance re 

the new rules 

January 2018 

Item to include in staff training March 2018 

  

Changes to individual’s rights  

Update the data protection policy and staff 

guidance re the changes to the rules 

January 2018 

Produce statement for the website setting out 

individuals rights 

May 2018 

  

Privacy notices  

Review current position re privacy notices and 

update to meet GDPR requirements 

January 2018 

Set up an email address for the data protection 

officer 

May 2018 

Produce a compliant privacy notice for the 

website and establish appropriate links to the 

same 

March 2018 

  

Generally  

Ensure appropriate contract terms are used to 

take account of GDPR 

August 2017 

Review and update actions list as further 

guidance is produced by the ICO 

Ongoing to May 2018 

Report to Cabinet in respect of the new GDPR 

obligations and compliance proposals 

October 2017 

Update the corporate risk register  October 2017 

General awareness raising: 

 Service managers briefing 

 News in the loo’s / staff training / Newsround 

 Update the website re GDPR rights 

 

October 2017 

March 2018 

March 2018 

Review and update our data retention policy January 2018 

 

 

 

 

 

 
 



 

 

 
 
 
 
 
 
   
 
 
 
 
 
 


